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1 Decision/action requested 
Approve this pCR to add security and privacy requirements to V2X unicast mode. 
2 References
[1]
3GPP TR 33.836: “Study on Security Aspects of 3GPP support for Advanced V2X Services”, V0.5.0
[2]
S3-194625 Draft TS 33.xyz on V2X
3 Rational
The signalling exchange during unicast establishment procedures and subsequent data traffic may be eavesdropped by adversaries. These adversaries threat the security and privacy of unicast message exchanges between two V2X UEs. Regarding to the above issue, security and privacy vulnerabilities are addressed, discussed and concluded in the Key Issue #1 and #2 in 3GPP TR 33.836 [2]. Based on the conclusions in V2X TR [1], this contribution proposes to add security and privacy requirements of unicast mode to the V2X TS [2].
4 Detailed proposal
It is proposed that SA3 approves the below pCR for adding security and privacy requirements for V2X unicast mode.
*************** Start of 1st Change ****************
5.3
Security for unicast mode

5.3.1

General

Editor's Note: This clause outlines the general aspect of unicast security procedures. 
5.3.2

Requirements

5.3.2.1

Security requirements

A V2X UE shall establish different security context for unicast communication with different peer UEs during the V2X unicast link establishment.
The V2X unicast link shall be protected from man-in-the-middle attacks.

The 5G system shall support confidentiality and integrity protection of the PC5 user plane.
The 5G system shall support integrity protection of PC5-S Signalling for V2X unicast.

The 5G system shall support confidentiality protection for the update of link identifiers.
5.3.2.2

Privacy requirements

The 5G System shall provide means for mitigating linkability attacks on L2 ID (Layer-2 ID) and IP address during V2X unicast communications.
The 5G System shall provide means for mitigating trackability attacks on L2 ID (Layer-2 ID) and IP address during V2X unicast communications.
5.3.3

Procedures
Editor's Note: This clause specifies mechanisms that can meet the requirements captured in 5.3.2 
*************** End of 1st Change ****************
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